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Why METR?

METR provides users with trustworthy, authoritative, machine-interpretable,
transport-related rules (e.g., traffic regulations) established by jurisdictional
entities

Traffic rules
and regulations
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How trustworthy are current systems?

Database Errors

Possible Today With METR
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How trustworthy are recognition systems?

Sign recognition errors
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Standardized Approach

https://iso-tc204.github.io/is024315

Global Standards
ISO standards define terminology basic
principles, overall framework, reference
architecture, system requirements

European Interoperability
Agreements or policies to ensure cross-
border operations; supported by technical
standards defining data model, electronic
protocols and cybersecurity as needed for
interoperability.

National & Local Policies
Policies for implementing global standards
and regional interoperability agreements
within the confines of national and local
legislation and organizational structures.
This may include revisions to national or
local legislation. 6


https://iso-tc204.github.io/iso24315

NAPCORE:
Bringing the European dimension to the Standardized Approach

ISO TC204 WG9 — Global Standards
mirrors CEN TC278 ISO standards define terminology, basic principles,
WGI7 - Mobility overall framework, reference architecture, system
Integration requirements.

: : European Interoperability
ITS Directive Agreements or policies to ensure cross-border
2010/40/EU operations; supported by technical standards
(Amended by Directive 2023/2661) defining data model, electronic protocols, and
CENTC278 WGS8 cybersecurity as needed for interoperability.

DATEXII + TN-ITS

National & Local Policies
Policies for implementing global standards and
regional interoperability agreements within the
confines of national and local legislation and
organizational structures.This may include revisions
to national or local legislation. -

napcoret




ISO TC204 WG19 - CEN TC278 WG17 - Mobility Integration

Parking Vendor lock-in
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Focal points for NAPCORE

How to make METR work in a NAP centric data ecosystem (a.o. EMDS)

Organise the European public stakeholder engagement and European
governance on Regional European scope and stakeholder position.

Participate in the global METR management team that controls scope purpose
and development strategy of the global METR initiatives.

Establish collaboration with stakeholder communities in Europe within the
NAPCORE collaboration framework.

Organise EU stakeholder requirement collection

Set up central European requirement engineering team(s) that formulate EU
positions, proposals and comments to be fed into formal CEN and ISO processes

Adapt DATEX Il and TN-ITS specifications to fulfil METR requirements
Develop user guidance to support creation of national and local policies

napcore
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Approach

Global Standards

ISO standards define terminology basic ° G IO ba I Sta n d d rd S
principles, overall framework, reference * Vocabula ry

architecture, system requirements o Operational concept

» Define scenarios, user needs, etc.

* Reference architecture
Regional Interoperability * Requirements
Agreements (formal or informal) to ensure

cross-border operations; supported by » Region-specific interfaces and regulations
technical standards defining data model,

ctronic protocole and cybersecurity to aid interoperability
electronic protocols and CyDersecurity as o . .
needed for interoperability. e.g., DATEX-Il, NAPCORE, ITS Directive

* National and local tailoring
National & Local Policies * Adapting to national regulatory framework
Policies for implementing global standards * Assigning responsibilities to specific agencies
and regional interoperability agreements : :
within the confines of national and local * |mp|ementat|0n GUIde

legislation and organizational structures.

* |dentifying global, regional, national, and
This may include revisions to national or local aspects
local legislation.

5June 2024 11
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Complicating Factors: Rules

Jurisdictions often have multiple rule makers, such as:
0 Legislative bodies (e.g., highway code)
0 Traffic engineering department (e.g., static sighs and pavement markings)

0 Temporary rule makers (e.g., those declaring road closures, temporary speed limits)
Jurisdictions vary in size

0 National highway code

0 Mom and pop store with one accessible parking space
Large number of rules

0 Highway code

0 Regulations

0 Warnings and guidance
Legal interpretations (e.g., what is the legal meaning of “stop”)
Rules can emerge, change, or be overridden with little notice

12
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Complicating Factors: Deployment

iso-tc204.github.io/is024315

@
Required to operate
Required to use feature


https://iso-tc204.github.io/iso24315

iso-tc204.github.io/is024315

Complicating Factors: Technology

» Trustworthiness requires non-repudiation for each participating system (including vehicle)
* Electronic signatures must be periodically updated to remain secure
* Rules have to be accurately positioned on different electronic maps
* Distribution to mobile users rely upon imperfect and limited communication links
 Distribution systems will need to repackage rules
0 Regulation system signs each rule; can be traced from end user back to regulator
0 Regulation system signs its rule set (i.e., confirms set includes all rules within jurisdiction)

o Distribution system repackages and signs rule sets (i.e., confirms set includes all rules
within constraints requested by consumer)

* Many standards already exist, e.g., in Europe we must coordinate with:
0 DATEXII,
O TN-ITS,
0 TPEG2,
0 etc.

14
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M ETR main prOCESSES — Trust scope and Cybersecurity

European Profiles
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METR simplified architecture

iso-tc204.

ithub.io/is024315

I 3 & Rule (] l METR Translator  (C) l METR Verifier $  METRSigner
Maker I
| C : Translate rules into Formally sign the
! Define rules | o Verify the translation
I ! digital format rules
-_— . - - s =l
L l METR Distributor Centr@
r— - _R o — — VETR Repulat Collect rules from
u L egulation (:1 < .
| 1 Implementor | Centre > multiple sources
__________________ :
I
I : Impi‘igl:itsigltiss and E ! > Store Local Rules Distribute rules
L' 3 w
r METR User Device
A 4
Discrepancy Handler @ METR Consumer System V/ > METR Adapter System W
Legend
Collect and manage B

@ Centre
Field

@Personal

V Vehicle

- --Traditional
— TS

Interfaces between METR subsystems

discrepancy reports

Receive and manage
rules

Adapt rules for
current conditions

Supporting Data
Provider V/

Provide supporting
data
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Status: Fall 2024

e Part 1: Vocabulary — Proposed DTS ballot

e Part 2: Operational Concept (ConOps) — Proposed DTR ballot

 Part 3: System of System Requirements (SoSR) — Proposed DTS ballot

* Part 4: Regulation System Requirements (RSR) — Working draft

e Part 5: Distribution System Requirements (DSR) — Working draft

e Part 6: Consumer System Requirements (CSR) — Working draft

e Part 7: Discrepancy Handing System Requirements (DHSR) — Working draft
e Part 8: METR Data Requirements (MDR) — Working draft

 (NEW) Part 9: METR Maps (formal name T8D)

* (NEW) Part 10: METR Cybersecurity (formal name TBD)
* |TS — Station unit requirements — Working draft

5June 2024 17
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The Norwegian METR project 2022-28

Statens vegvesen
Neraegian Public Roads
Administration

An efficient, sustainable and safe transport system

)¢

&~

PRIMARY OBJECTIVES

N

Easier travel and increased
competitiveness for businesses

| (X

Contributing to fulfilling Norway’s
climate and environmental goals

V4 ()

Vision Zero for fatalities and

serious injuries in traffic Efficient use of new technology

Value for money

PERFORMANC
E INDICATORS

Improve road accessibility

Maintain a high level of
perceived customer
satisfaction

Reduce carbon emissions

Reduce fatalities and Increase digitalisation

serious injuries

Reduce internal costs

Streamline transport costs

Strategic direction: Digital first

1%

The digital road of
the future

% [

Prioritised actions

“O-

Fully digitized Digital value- . Predictable road
value chain added services for Traffic Safety accessibility
for roads customers

L
-~
[ ]

41

Sustainability
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The Norwegian METR project 2022-28

Main goal:

e Description and implementation plan for a METR concept covering the public road network in
Norway, harmonised with EC regulations and international standardisation.

Focus areas 2023-25:

e Traffic Regulation Orders => from analogue to digital
* dialogue with municipalities, counties and cities has started

Norwegian Standard

* Dynamic Traffic Regulations
* TMCGs, Datex I, integration of PKI (Pilot)

* |SO / CEN Standardisation & international harmonisation
* official Norwegian METR standard based on ISO 24315 Part 1-3

20
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Traffic Regulations

@ NRDB
@ J HD Maps TMC —dynamic
Authority / Traffic Regulation , traffic
regulator Order (TRO) Digital TRO storage LocaFlon regulation
coding

((c ) ' O
@)} '

N~Nee—

v
METR Users Distribution Datex Node 27
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High-level processes in the Norwegian

METR concept

Statens vegvesen
Neraegian Public Roads
Administration

Define a traffic Implement the TRO
- regulation order 1a | andreportstatus
(TRO) o —> e TRO 1a Traffic Regulation Order (TRO)
TROTesponsible. am Tl 1b Traffic Rule
1la ¢ 5

Define a traffic Translate the rule or Verify the translation Distribute the METR

rule 1B TRO to digital format 3 4 data to the METR users

Traffic ry!e ° > METR - > Verification body a ) Disseminator of ®

responsible a translator PN for METR data METR data

1‘ N 11b 3
\ 4
Handle 10 Report 9 Use the applicable 8 Adapt the METR data 6 Receive the METR
Discrepancy discrepancy data in the actual and external data to a data
= < 6 context (— format applicable for S
Discrepancy @ Y PY the user P Receiverof @
manager METR user ah METR user ah Adapter ah METR data
T detected discrepancies 7 l
METR User domain

Supplementary data @ @ @ @ 22
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The Norwegian METR System of Systems

Statens vegvesen
Neraegian Public Roads
Administration

TRO ificati d tificati |
| verfiication and certification TRO's for verification and certification |
I T T T T T T T T T T T T
R - |
| rule verification and I Rule responsible verified discrepancies for registration
| certification |\ system 4—————i|f—¢—————————————————
comeaion |y !
I TRO ma nagement TRO implementer Dieetmaney hamnellin
| | .ryles. for establish and manage SvEEm ceulEmEm: SELEIERI S T i
| | verification and _ a2 rules y quip system
ertification ;
l l i | eStabI"?h and ma_nage . collect, handle and
T | = r—l— Traffic Regulation register and report on verify disrepancies
Verification system | rules for METR | Ordersu- TRO Imp|ert1r:rglastlon of -
verify and certify rule J translation |TRO'5 for tR_O'SJ’ be ‘I‘ T
and TRO translation | .¢— — METR translator | ) METR implemented
system translation [
+-—— - — —— - — =
Atra\nslated rules and TRO's implemented TRO's | |
N—————————+] translate rules and Jo
verified and certified rules and TRO's TRO's to METR format verified discrepancies for translation —_———
translated and verified rules _;!l - _u.sti’ ﬂlp_me_nt _ _,I
r ~Ind TRO'sin METR format f [ registered/recorded system for
_____ ) dicrepancies , —+0 infrastructure data
v Elc_ request translated I collection
METR disseminator and verified METR data Jr |
central system ] : |
request METR data - central for user equipment . infrastructure data
collect METR data 4___q__________g_p___\'_:7 METR user -+ — - — — — system for peer-
from METR - __ equipment g el R
translators central METR data for user equipment < peer sourced collection
i i data
check possible reO}ue_stfl_eld_l\/IEFR | receive, check, adapt vehicle data
conflicts and data ‘for user and use MEIR data |¢——-————— 4+ system for vehicle
inconsistencies METR disseminator | equipment | for user equipment ” _ _ - data collection
request field system < (1D) METR user data|
disseminate METR | METR data - _ _ _ J
- field ; ; ]
data - central leld 4 d|ssem|nat§ METR field METR data for user equipment | system for user-
= data - field 4  sourced data
T METR data for A collection
dissemination via field
system 2: Norwegian METR physical view 25-10-2024
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Preliminary analysis of roles and

responsibilities + systems

Municipalities Cities NPRA Police
0 Rule Preparation and
. . TRO i . N
Preparation and responsible responsible responsible adoption of traffic
adoption of traffic 5 rules
regulations implementer impgioenter J L
Harmonised —— mm Wmm W EEE mEE EEm mEs B EEm SEE B S s

Ministry and
Parliament

: . 4

digital interface " k‘.".v ‘ : " .'

Translate to
machine readable
format

Translation,
verification and
storage of traffic
regulations

U

Implement
in vehicles
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How cybersecurity and PKl is used in the //is0-tc204.github.io/is024315

simplified METR example

A digitally signed Traffic Regulation Order (TRO) can be compared to a
physical document that has a stamp from the authority and a signature
from the person with the rights to sign.

The secure transfer of a TRO can be compared to a physical envelope
that has a wax seal and is sent via registered mail.

o 09

T

TMC with GIS computer and METR message in METR Central system METR message in END USER
personal card for METR credentials TLS 1.3 security (ITS Station) TLS 1.3 security ITS Station

Road Authority

Central System
(METR Store)

26
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Different deployment models offer

varying levels of trust

TMC with GIS computer
setting the actual speed.

Traffic Authority

Distribute
securely

Central
ITS Station

ISA messages embedded
In TLS 1.3 security

ISA actual speed message
embedded in TLS 1.3 security

Traffic Authority
System

ket L
Heae

Hivbased
Header

Central system

ETSkbased 3
Header

ETSkbased
Header

Distribute
securely

ISA messages embedded
In TLS 1.3 security

Central
ITS Station

ISA actual speed message
embedded in TLS 1.3 security

TMC with GIS computer
setting the actual speed.

iso-tc204.

Full check of TLS 1.3 protocol
and METR ISA frame

Proprietary
cloud

ETSHhesed ETS-tased | ETS-tased
Header Cerate | Sgnature

Proprietary protocol with
embedded METR ISA frame

ithub.io

is024315

—_—
>

G

Full check of
METR ISA frame

Traffic Authority

ET5based | ETbased

Ceticate | Sin

TSbased Sibased | 15
Header Certifcate ature.

Distribute
securely

et
Heaer

b
Header

Central system

ISA messages embedded
In TLS 1.3 security

Central
ITS Station

ISA actual speed message
embedded in TLS 1.3 security

TMC with GIS computer
setting the actual speed.

Proprietary

cloud

ISA data

Reformatted ISA data with
proprietary protocol and security

—_—
>

G

No METR ISA
security check 27
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How to trust a proprietary domain

OPIrElc OUQ SE C
- =
ign S
?i Secure ith &¢ Secure ISA data ++
Irq METR n ure propri. () ()
receive ert log send
iyt oo MR~ R o Secure protocol  potential full
with proprietary  trust of METR

* The prerequisite for full trust is to follow a complete set of policies incl verification, certification,
management, governance, etc. Examples:

* The cloud system must be certified secure, i.e. all critical processes happen in a secure environment
* The PKI must be trusted by all involved actors

 All critical processes must be logged and signed, so that a critical data frame received by a car can be
unraveled and traced back to its secure origin (forensics)

* Non-repudiaton for all exposed access points, including proprietary interfaces
* 90% can be re-used from C-ITS Security/Certificate policy (CCMS)

28
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METR
developed
jointly
between
ISO TC204
and

CEN TC278

TC278
WG17

* NOTE: Governmental Policy Development is
external to ISO and do not entail
commitments

* NOTE: Feedback from prototypes and
deployments will help refine documents in

CED Distribution Sys Req’ts (P5)

Begin Collaboration with NAPCORE WG

Current Schedule SOl EINNARCOR

Implementation Planning

Vocab (P1)

ConOps (P2)

METR Sys Architecture (entered into ARC-IT https://wwypv.arc-
it.net/html/physobjects/physobj157.html#tab-4)

Regulation Sys Req’ts (P4)

Consumer System Req’ts (P6)

Discrepancy Handling SR (P7)

ITS Station Unit Req’ts

METR Data Req’ts (P8) |

(NEW) Maps (P9)

—
NEW) Cybersecurity (P10)

next release Common Implementation Guide Development

Tailoring the Implementation Guide per region 30

Regional Governmental Policy Development Including Policy Digitization
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Questions for Audience

* What questions do you have about METR?

* Do you believe METR can improve traffic operations? What other use cases are there not
mentioned yet?

 What challenges do you foresee with deploying METR? (e.g., data entry, maintenance, etc.)

 What should the METR standards developers keep in mind as they complete the METR ISO
standards and begin work on the Interface Specifications?

* When could you envision METR being fully functional in your organization or at other locations?
* Are there specific ways to accelerate METR implementation safely and effectively?

* Would you like to become more engaged in completing METR standards? In demonstrating an
implementation of some or all of METR?

32
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iso-tc204.

Thank you from the METR Team!

Questions?

Bard de Vries

Knut Evensen

Kjersti Leiren Boag
Marius Hanssen Raddum
Jon Harrod Booth

Molly Behan

Suzanne Sloan

Bob Sheehan

Jim Marousek

Tom Lusco

Ken Vaughn

Bard.de Vries@rws.nl

Knut.Evensen@mobilits.no

Kjersti.Boag@vegvesen.no

Marius.Hanssen.Raddum@vegvesen.no

Jon@HarrodBooth.com

Molly.Behan@dot.gov

Suzanne.Sloan@dot.gov

Robert.Sheehan@dot.gov

Marousek James@bah.com

CTL@iteris.com

KVaughn@trevilon.com

ithub.io/is024315
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