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Introduction



Real threats

Social engineering



EU-wide legislation

NIS2
2022/2555

ITS

2023/2661

(2010/40/EU)

RTTI

 2022/670

(2015/962)



EU-wide legislation

NIS2 directive – effective October 2024

Measures for high common EU-wide cybersecurity

Defines critical entities for the transportations sector 
both public and private

Points to both the ITS directive and the RTTI delegated regulation 
in “Annex I Sectors of high criticality” for subsector road describing
the Road authorities and operators of Intelligent Transport Systems

ITS Directive amended – effective November 2023

Defines a C-ITS credentials management system (CCMS)

Defines secure exchange of messages from C-ITS stations

Defines crucial data categories

RTTI Delegated regulation amended – effective January 2025

Mention interoperability and accessibility and these are parts of Cybersecurity

Defines secure truck parking

And many more…

— Road authorities as defined in Article 2, 

point (12), of Commission Delegated 

Regulation (EU) 2015/962 responsible for 

traffic management control, excluding public 

entities for which traffic management or the 

operation of intelligent transport systems is 

a non-essential part of their general activity

— Operators of Intelligent Transport 

Systems as defined in Article 4, point (1), of 

Directive 2010/40/EU of the European 

Parliament and of the Council



NIS1 -> NIS2

Unified Criteria: NIS2 mandates more stringent cybersecurity requirements and introduces uniform criteria 

across the EU to classify which entities are within its scope.

Enhanced Compliance: Stronger regulatory measures and penalties promote consistent, effective 

cybersecurity measures, aligning the EU's cyber resilience approach. Refers to both member states, public 

or private companies regarding compliance. Push use of open standards to achieve interoperability.

Scope Expansion: NIS2 expands coverage from 6 to 15 sectors, integrating both "essential" and 

"important" entities for consistent cybersecurity standards across critical industries.

NIS2

NIS1

Energy Health Transport Banking/

Finance

Water Digital infrastructure 

Public 

administration

Digital

providers

Postal

Service

Waste

Management

Space Food

supplychain

ICT B2B Chemicals

supplychain

Manufacturing Research



NIS2 Cybersecurity risk management measures
1. Policies on risk analysis and information system security

2. Incident handling

3. Business continuity, such as backup management and disaster recovery, and crisis 

management

4. Supply chain security, including security-related aspects concerning the relationships between 

each entity and its direct suppliers or service providers

5. Security in network and information systems acquisition, development and maintenance, 

including vulnerability handling and disclosure

6. Policies and procedures to assess the effectiveness of cybersecurity risk-management 

measures

7. Basic cyber hygiene practices and cybersecurity training

8. Policies and procedures regarding the use of cryptography and, where appropriate, encryption

9. Human resources security, access control policies and asset management

10.The use of multi-factor authentication or continuous authentication solutions, secured voice, 

video and text communications and secured emergency communication systems within the entity, 

where appropriate.



When and whom to trust – secure channel

Health-

service
User

<Hello>

Non secure channel



When and whom to trust – secure channel

Health-

service
User

<Hello>

Secure channel



When and whom to trust – identification

Health-

service
User

<Hello>

Secure channel

Identification

Logged in token

National

ID



National

ID

When and whom to trust – signed information

Health-

service
User

<Hello>

Secure channel

Identification

Logged in token

Request journal

Return signed journal



National

ID

When and whom to trust – signed information

Health-

service
User

<Hello>

Secure channel

Identification

Logged in token

Request journal

Return signed journal



Questions



Security building 
blocks



What is a National Access Point? (ITS Directive)

A digital interface set up by a Member State that constitutes a single point of access to data (Art. 4)

The commission shall first adopt the specifications necessary to ensure the interoperability and continuity for 

the deployment […] (Art. 6)

The NAP is therefore a Software System that shall enjoy interoperability to face different scenarios. 

Example:

Deliver roadtraffic (DATEXII) and roadfeature (TN-ITS) data

Participate in the Mobility Data Space



Interoperability as Cybersecurity Dimension

Cybersecurity is described by ISO 27001:2022 in terms of Confidentiality, Integrity, and Availability (CIA)

Availability means to ensure information is accessible when needed

If a NAP authenticates the data delivery through username/password, while the client expects to have a 

digital key, data is not accessible. 

Cybersecurity countermeasures shall be interoperable as well! 



What is the status?

31 NAPs are deployed

8 Different authentication methods

Specific crafted URL

Basic Authentication (user and pass sent in the request)

Oauth 2.0 Client Credentials

X-DATEX-API-KEY 

Client certificate

X-api-key

Signed soap message, certificate provided by email

No authentication at all

The situation is against the provisions of the ITS directive. 

Data Source: https://datex2.naps.inqms.tamtamresearch.com/naps-browser/index/protocol/

https://datex2.naps.inqms.tamtamresearch.com/naps-browser/index/protocol/#listing-list-page=2


NAPCORE Description of a NAP

NAPCORE defines a Reference Architecture for two kinds of NAP

Metadata Directory: the NAP contains descriptions of the data and services important for their identification, 

assessment, and subscription by consumer

Data Platform: the NAP contains descriptions of the data and services important for their identification, assessment, 

and subscription by consumer, i.e., metadata, together with the data and/or services themselves

NAPs are implementing several use cases: 

Mobility Data Space connector

TN-ITS

Datex II 



Cybersecurity of NAP

Hard to define a set of specific technology to implement …

... However, we need to attain Interoperability

The NAP Cybersecurity measures are given in the form of Reusable Building Blocks, covering concepts 

such as

Confidentiality of data in transit, and at rest

Integrity of data

Non-Repudiation and Provenance

Audit Trails (for forensic analysis), and Data Classification



Cybersecurity of NAP

Each Building block has:

A set of ISO 27001:2022 controls that are implemented (NAPs are considered by the NIS 2 directive)

A set of Interoperability Building Blocks, IBBs, containing technological information to realize the 

Cybersecurity concept (e.g., Confidentiality in Transit is trivially implemented by using TLS 1.3)



The NAP Security Reference Architecture

Additional interfaces for:

Secure Communications (TLS 1.3)

Authorization (OAuth 2.0)

Audit Record Repository (Syslog)

Provenance tracking (W3C Prov)

Non-Repudiation tokens (ISO 13888)



Focus on Provenance

Data provenance is the foundation of data quality

From a data source, it answers the question “where 

the data goes”, while from the data destination, 

answers the question “where the data comes from”

The Provenance ABB has been engineered to track 

all the data manipulation and creation



Focus on Non-Repudiation

Non-repudiation services are mandated to generate, collect, maintain, make available and validate evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non-occurrence of the 
event or action

Application logging: unreliable data sent over unreliable message exchange 

Audit Trail: reliable data sent over unreliable message exchange

Non-Repudiation: reliable data over realiable message exchange



Focus on Non-Repudiation (ISO 13888)

Different aspects: 

Non-Repudiation of Origin, of Receipt, of Delivery, of Submission

The “Fairness” property

Strong fairness, when the exchange is completed, sender A can prove to an arbitrator that recipient B has 
received (or still can receive) the item, without any further need of cooperation from either B or any trusted 
third party

Weak fairness, when exchange completed, A can prove that B has received (or still can receive) the item, 
or otherwise an affidavit can be presented to demonstrate that B misbehaved, or a network failure 
occurred. We need to have a trusted third party

Eventually Strong: fairness is ensured within the system but with the provision that additional 
assumptions about the participating parties are made.



NAPCORE-x



What is proposed for NAPCORE-x to address this topic

NAPCORE  COB

CMB MMTIS

TB

MMTIS

CMB DATEX II

TB 

DATEX II

CMB NAP 

TB 

NAP

CMB METR

TB

METR

CMB MobilityDCAT-AP

TB MobilityDCAT-AP

TB 

architecture

TB

cross cutting



TASK 4.1 – MOBILITY DATA ECOSYSTEM ARCHITECTURE 
and its cross cutting aspects

Monitor and assess requirements stemming from ITS – and related legislation

Architectures of NAP-Centric mobility data ecosystems 

Cybersecurity, trust and data authenticity

All actors need to take cybersecurity measures in order to make the data provision safe and secure. Especially to bring trustworthiness and confidence that 

data is really originating from a reliable source in an open data environment, there is a big interest in interoperable choices. Without further alignment on 

this subject the implemented solutions will by definition be not interoperable, causing a lot of additional costs and potential failure of the concept.

Data publication/interchange/exchange alignment

Standardised deployment of the technical interfaces (API’s) with regard to exchange technology and platforms, in combination with harmonised 

cybersecurity measures is a cross domain cutting effort to achieve interoperable access to the different data holder's data. At least standardised solutions 

for snapshot publications, delta publications and standardised push interfaces for low latency data services will be defined. (where possible cross 

domain, but at least within each domain)

Joint toolkit for schema creation and creation of deployable technical artefacts such as profiles



Cybersecurity 
building blocks for 
NAP
-a simple intro



Building blocks

Traffic Authority / Regulator

Road Authority 
Central System

END USERCentral system 

Highly simplified picture …



Building blocks – Signature 

Road Authority 
Central System

SPEED  ETSI-based

Certificate

ETSI-based

Signature

ETSI-based

Header

SPEED  ETSI-based

Certificate

ETSI-based

Signature

ETSI-based

Header

A digitally signed Electronic Traffic Regulation can be compared 

to a physical document that has a stamp from the authority and a 

signature from the person with authority rights. 

The end user will have full trust in the origin of this 

regulation

Lorem ipsum dolor sit 
amet, consectetur

adipiscing elit. Phasellus
tempor dignissim congue. 

Aliquam dictum vitae lacus
vel condimentum. Ut 
viverra felis ut sapien

viverra, eget volutpat velit
convallis.

Chief Justice

Traffic Authority / Regulator END USERCentral system 



Building blocks – Secure Transfer

A digitally signed Electronic Traffic Regulation can be compared 

to a physical document that has a stamp from the authority and a 

signature from the person with authority rights.

The secure transfer of a TRO can be compared to a physical 

envelope that has a wax seal and is sent via registered mail.

Content is protected and delivered only to correct recipient, 

source and destination reception is logged

End-to-end trust in complete chain

Lorem ipsum dolor sit 
amet, consectetur

adipiscing elit. Phasellus
tempor dignissim congue. 

Aliquam dictum vitae lacus
vel condimentum. Ut 
viverra felis ut sapien

Road Authority 
Central System

SPEED  ETSI-based

Certificate

ETSI-based

Signature

ETSI-based

Header

SPEED  ETSI-based

Certificate

ETSI-based

Signature

ETSI-based

Header

Traffic Authority / Regulator END USERCentral system 

Lorem ipsum dolor sit 
amet, consectetur

adipiscing elit. Phasellus
tempor dignissim congue. 

Aliquam dictum vitae lacus
vel condimentum. Ut 
viverra felis ut sapien

viverra, eget volutpat velit
convallis.

Chief Justice



Building blocks – Transfer of trust between domains

The prerequisite for bridging trust is to follow a complete set of policies incl verification, certification, management, 

governance, etc.  

Examples of policy requirements:

The cloud system must be certified secure, i.e. all critical processes happen in a secure environment

The PKI must be trusted by all involved actors

All critical processes must be logged and signed, so that a critical data frame received by a user can be unraveled and 

traced back to its secure origin (forensics)

Non-repudiation for all access points, including proprietary interfaces

Good news: Many security standards in this domain, and similar policies as starting point

Trust Bridge

Secure
send

Secure 
receive

Add data and/or value-added services

Transform content 
and sign with own 

certificate

Secure log

Domain A Domain B



Example: Road Authority configuration

Road Authority

Weather 
station

Traffic Mngt 
Centre

City Traffic 
Authority

Process 
and store

Process 
and store

NAP

Other Users

Cybersecurity Management



Policy management hierarchy (PKI) - proposed Norwegian PKI model

Registreringsmyndighet 
(Enrolment Authority (EA))

Autoriseringsmyndighet
(Authorization Authority (AA))

Sertifikatutsteder 
(root Certificate Authority (root CA))

Produsent/operatør 
(Manufacturer/ 

operator)

CPOC 
(C-ITS Point of Contact)

Akkreditert
 PKI revisor

(Accredited PKI Auditor)

Policymyndighet for 
norsk ITS 

cybersikkerhet
(National Policy Authority)

Certificate Policy 
Authority

(CPA)

ITS-stasjon

The different roles need to be filled with actors 
agreed/appointed according to the Policy 



Discussion



Discussion topic: Secure the NAPs

Metadata directory: The metadata directory contains descriptions of the data and services 
important for their identification, assessment, and subscription by consumer, i.e., metadata. It 
provides facilities to authenticate data provider and functionality to insert a metadata records. 

Data platform: The data platform contains descriptions of the data and services important for 
their identification, assessment, and subscription by consumer, i.e., metadata, together with the 
data and/or services themselves. It provides facilities to authenticate data provider, and 
optionally, data consumer and functionality to insert a data and metadata records to NAP 
internal database.

How and to what extent should they be secured without breaking interoperability?



Thanks for your attention!



Responses Overview Active

1. Do you know CIA in cybersecurity

2. Are you familiar with NIS2 effective october 2024

3. What sector are you in

31
Responses

Latest Responses

"Road operator"
"Rail transport"

"Public sector, traffic management"
. . .

Responses

31
Average Time

02:08
Duration

20

Yes 10

No 18

Maybe 3

Yes 16

No 15

5 respondents (16%) answered Public for this question.

Public Transport
Transportation

Road Operator

Public authority

audit

Road transportRoad adm

Rail transportPublic sector Public Administration

Software analysis

traffic management

Research

PrivateGovernment

Days



4. Is there a defined approach on security measures in your sector

5. What type of NAP in your country

6. Is security applied to your NAP, such as authentication methods

7. Do you know the relevance of PKI (Public Key Infrastructure) for NAP

8. Have you heard any complains on different security concepts being applied

Yes 22

No 9

A central data repository (NAP data platform) 11

A distributed repository with central lookup (NAP
registry) 12

Other solution 3

Don´t know 5

Yes 12

No 9

Don't know 10

Yes 14

No 3

Some, but would like to learn more 14

Yes 6

No 16

Some, but would like to learn more 9



9. Do you use online banking services

10. Do you trust online banking service

11. Do you know the term "trust" in Cyber security

Yes 30

No 1

Yes 29

No 2

Yes 25

No 6
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